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1.0.Introduction

The CryptoMate EVO contains an ACOS5-EVO cryptographic smart card module. The ACOS5-EVO
cryptographic smart card module offers advanced asymmetric and symmetric cryptographic
algorithms such as ECC and RSA, and is compliant with international standards for PKI smart cards

such as FIPS 140-2 (US Federal Information Processing Standards) Level 3 and CC EAL 5+ (chip
level).

CryptoMate EVO

xs) ACOSH=0 =
\
N
Reader MCU ACOS5-EVO PKI Smart Card CryptoMate EVO

Figure 1: CryptoMate EVO System Block Diagram

The CryptoMate EVO is similar in appearance to the CryptoMate Nano, but it can be easily
distinguished when plugged in the PC with its Green LED. PC applications will recognize it through its
PCSC and Driver Name: ACS CryptoMate EVO. It also offers higher memory and more advanced
cryptographic functionalities compared to the CryptoMate Nano.
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2.0.Features

2.1. Cryptographic Smart Card Features
The CryptoMate EVO contains the ACOS5-EVO cryptographic smart card module, which has the
following features:
2.1.1. Communication Protocols
e T=0, T=1 with baud up to 446,400 bps

2.1.2. Memory
e Capacity: 192Kb
e EEPROM Endurance: 500,000 erase/write cycles

e Data Retention: 30 years

2.1.3. Cryptographic Capabilities
The ACOS5-EVO supports a number of cryptographic algorithms, including:
e ECC: Curves P-224/P-256/P-384/P-521
e RSA: 512 - 4096 bits in 256 bits increments
e AES: 128/192/256-bits (ECB, CBC)
e DES/3DES: 56/112/168-bits (ECB, CBC)
e Hash: SHA1, SHA224, SHA256, SHA384, SHA512
e MAC: CBC-MAC (DES/3DES, AES), CMAC (3DES, AES)

2.1.4. Random Number Generation
e Deterministic RNG according to FIPS 140-2
e Non-deterministic RNG compliant to AlS-31

2.1.5. File Security
e Private and secret key file read access can be set to “Never”

e File access condition capability with ISO 7816—compliant Secure Attribute-Compact. File
access is only allowed if the proper security conditions are met (e.g. PIN submissions).

e Command execution condition capability per Dedicated File (DF) with ISO 7816—compliant
Secure Attribute-Extended. Commands are allowed only if the proper security conditions are
met (e.g. PIN submission).

e Secure Messaging function for confidential and authenticated data transfers

e Mutual authentication (terminal-to-card and card-to-terminal) with session key generation for
encryption and MAC

e Anti-tearing Function Support

2.1.6. Compliance to Standards
e Compliance with ISO 7816 Parts 1, 2, 3,4, 8,and 9
e Compliance with FIPS 140-2 Level 3
e Certified with Common Criteria EAL 5+ (Chip Level)
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2.2. Token Features

2.2.1. Physical Characteristics
e Green Status LED
e Lightweight: 4.61 g
e Extremely small: 29.25 mm x 14.80 mm x 10.28 mm
e Keychain hole
e Tamper-evident casing

e Smart card power supply through USB port

2.2.2. Compliance to Standards
e USB Full Speed Interface
e CCID-compliant (Plug and Play)
e CE and FCC—certified
e RoHS—compliant
e REACH-certified
e Microsoft® WHQL—certified
e Supports Android™ 3.1 and later*

1Uses an ACS-defined Android Library
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3.0.Typical Applications
e e-Government
e e-Healthcare
e Banking and Payment
e Network Security
e Access Control
e Public Key Infrastructure

e Digital Signature
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4.0.Middleware

To use CryptoMate EVO for PKI applications with digital certificates, an applicable middleware is
needed.

ACS offers software solutions such as the ACOS5 Minidriver and ACOS5-EVO PKI Kit so that the
ACOS5-EVO and the CryptoMate EVO can be used with other third party applications as shown in the

figure below:
Miqros_oft Smart Card ACS Application Non—l\_/licrpsoft
Applications Logon Applications
| Applications
Microsoft ;
Microsoft L
CryptoAPI: CryptoAPI Minidriver PKCS #11
Next Gen
ACS CNG ACS CSP
(CryptoAPI Next (Cryptographic ACS Minidriver ACS PKCS #11
Generation) Service Provider)

Middleware

Windows Resource Manager

ACS Smart Card Reader/Token Driver

Operating System Layer

Figure 2: Middleware Diagram

Please contact us at info@acs.com.hk for inquiries about the middleware support for the CryptoMate
EVO token.
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5.0.Technical Specifications
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Physical Characteristics

Memory Size ......cccecvviiriieeeiiieeee 192 KB
Endurance........ccccccvviiiiieiieeieiiins 500,000 write/erase cycles

Data Retention ...........cccccevveeeeeinnns 30 years

Cryptographic Capability ................ ECC: Curves P-224/P-256/P-384/P-521

RSA: 512 — 4096 bits in 256 bits increments

AES: 128/192/256-bits (ECB, CBC)

DES/3DES: 56/112/168-bits (ECB, CBC)

MAC: CBC-MAC (DES/3DES, AES), CMAC (3DES, AES)

Hashing Capability ......................... SHA1, SHA224, SHA256, SHA384, SHA512
Protocol.........cccceieiiiiiie USB CCID

Connector TYPE.....cvveeevevviviiieeeeennns Standard Type A

Power Source........ccccccvvvviiiiiiiinennns From USB port

SPEEA.....ceviiiiiiiiiiiiiie e USB Full Speed (12 Mbps

(0= 1Y o [0 SRR Tamper-evident

Operating Conditions

Temperature ........cccceeeeeeeniinnneeenn. 0°C-50°C
HUMIItY ..o Max. 90% (non-condensing)

500,000 hrs
ISO 7816, USB Full Speed, Common Criteria EAL5+ (Chip Level), PC/SC, CCID, CE, FCC, RoHS, REACH
FIPS 140-2 Level 3 (USA), Microsoft® WHQL

Middleware Support
ACS PKCS #11, ACS CSP (based on Microsoft’'s CryptoAPI), ACS CNG (based on Microsoft's CNG)

ACS Minidriver
X.509 v3 Certificate Storage (can store more than 10 Key Pairs)
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Device Driver Operating System Support
Windows® 7, Windows® 8, Windows® 8.1, Windows® 10
Windows® Server 2008, Windows® Server 2008 R2, Windows® Server 2012, Windows® Server 2012 R2,

Windows® Server 2016

Linux®, Mac OS®, Android™ 3.1 and later
RoHS

COMPLIANT

:" " REACH

*

***' COMPLIANT

Compatible with

tJ Windows

] [ Server
" ‘ = N ' . d. ) 2016
'. Wind 8 Windows10 %E\,R-"Fgo X ?“I:E’D:; Selrr\]re‘r)‘.;.vaﬁ ;ﬂé',r\'g??& 2R2
indows indows Certified

Server=zooa Certified Certified

Windows*7 Compatible Compatible | S€rvers2008

Adobe and Reader are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States and/or other countries.

Android is a trademark of Google Inc. The Android robot is reproduced or modified from work created and shared by Google and used according to terms described in the
Creative Commons 3.0 Attribution License.

Linux® is the registered trademark of Linus Torvalds in the U.S. and other countries.

Mac OS is a trademark of Apple Inc., registered in the U.S. and other countries.

Microsoft, Windows and Internet Explorer are registered trademarks of Microsoft Corporation in the United States and/or other countries.

Mozilla Firefox and Mozilla Thunderbird are registered trademarks of Mozilla Corporation.

Page 9 of 9

CryptoMate EVO (ACOS5-EVO Cryptographic USB Token) — Technical Specifications info@acs.com.hk

Version 1.01 www.acs.com.hk




	1.0. Introduction
	2.0. Features
	2.1. Cryptographic Smart Card Features
	2.1.1. Communication Protocols
	2.1.2. Memory
	2.1.3. Cryptographic Capabilities
	2.1.4. Random Number Generation
	2.1.5. File Security
	2.1.6. Compliance to Standards

	2.2. Token Features
	2.2.1. Physical Characteristics
	2.2.2. Compliance to Standards


	3.0. Typical Applications
	4.0. Middleware
	5.0. Technical Specifications

